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What am I talking about today?

• Why are APIs becoming more important?
• Where can FHIR play a role today?
• How do APIs change interfacing?
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Health care slow to the API game

2000
E-Commerce

2006
Social Media

2006
Cloud

2013 / 2014
Health Care
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Where web services live in our world today

Public 
health 

reporting
Eg. Immunization 

registries, 
prescription drug 

reporting

HIEs
Eg. Real-time 

care alerts 
across providers

Mobile & 
remote

apps
Eg. Health 
apps, home 
monitoring

On premise 
EMRs

API support 
varies!

Cloud
EMRs

Eg. 
athenahealth, 

Allscripts

Private / 
other apps

Eg. Clinical 
Decision Support
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Use of major EMR APIs for integration

40%

39%

83%

72%

OTHER

OTHER

OTHER

OTHER

PERCENT OF DATA ACCESSED BY APIs vs OTHER METHODS

Source:  Health 2.0 / California Health Care Foundation 2018 survey
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API quality varies

34%

24%

85%

46%

17%

API QUALITY

Source:  Health 2.0 / California Health Care Foundation 2018 survey

48%

Great / Easy Meh / Workable Poorly designed

9%67%

11% 4%

12
%42%
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Other challenges

1

Cost

Fees for access 
to APIs or app 

stores.

2

Cooperation

EMR’s clients have 
to be proactive 

advocates.

3

Capability

Writing data back 
is still a challenge.

4

Quality

Poorly designed 
APIs. Inconsistent 

data quality.
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Why do APIs matter?
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Three drivers of integration

Connecting systems to 
coordinate processes.
Examples:
• Lab orders and results

• E-prescribing
• Scheduling
• Billing

Connecting stakeholders: 
patients, providers, payers.  
Examples:
• Health Information 

Exchanges
• Direct exchange
• Apps for patients

Evaluating effectiveness, 
quality and defining value in 
care.  
Examples:

• Population health
• Value based care
• Precision medicine & 

research

Workflow Coordination Analysis
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Components of value based care

Population health & social determinants
Identifying at-risk patients means drawing from 
nonclinical sources. 

Clinical quality measures
Aggregating and analyzing outcomes 
data across time and patient groups.

New payment models
Move away from pay-for-service 

means new value models.

Patient outreach
Gathering patient-reported outcomes and

patient-generated health data.



11

New interactions between stakeholders

Providers

Patients

Payers

Public Health
& Research

Outpatient care
& community

services

.

Third-party 
vendors



12

Renewing drive for patient control of data

Providers

Patients

Payers

Cures Act + MyHealthEData
Renewed push against information blocking. 
Emphasizes open APIs.

Blue Button 2.0
Access to claims data from public and private 
insurers.

Data shared or generated by patient
Information shared by patient electronically –
eg. current medications – improves physician 
workflow.
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Working together to identify risk

Providers Payers

Benefits of EMR data to payers:
• Understand who is at-risk for readmission.
• Ancillary benefits, such as improving 

workflow for patient enrollment.

Benefits of claims data to providers:
• Insight into patients previous encounters at 

other facilities.
• Be more proactive around chronic 

conditions.
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The continuum of care is expanding

Providers Payers Outpatient care
& community

services

Reaching patients where they live
Outreach to patients with chronic 
conditions and special needs means 
sharing care plans beyond traditional 
health care facilities.
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“Big data” playing a expanded role

Providers Public Health
& Research

Payers

Research and analytics
• Identifying at risk populations.
• Convert clinical research to new 

therapies faster.
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What does all this mean for moving data?

01

02

03

04

More actors sharing data.

Patient access & ownership.

Demand for “big data.”

Strengths 
of APIs

Demand for targeted data.
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Strengths of APIs

01

02

03

04

More actors sharing data.

Patient access & ownership.

Demand for “big data.”

Demand for targeted data.

APIs make sharing easier
One-to-many interfacing more efficient 
and more scalable.

APIs make aggregating easier
Open APIs open up the floodgates for 
collecting data.

Retrieve only what you need
Search and query for only relevant data 
sets – more efficient.

Can control who gets access
Patients have ability to share data in a 
way that helps them.
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What is FHIR?
A very short primer.
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• The web for health care.
• Version 4 released this year.
• No longer just a “draft” standard.
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What is FHIR? Three layers to understand

A new workflow
Leveraging modern web 

service technologies, like 
APIs.

A new data 
model
Reworking how we 
describe health care 
data.

A new data 
exchange 
ecosystem
Recommended standards 
for security, 
authorization, 
documentation, etc.
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Data formats used in FHIR

XML JSON

RDF HTML

Considered the de facto 
standard for lightweight 
web services payloads.

A companion human-
readable “narrative” is 
embedded in message.

Simpler than v3 RIM 
model.

Part of “semantic web”. 
Not likely to be common 

for most integration 
projects.
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FHIR resource types

Individuals
Data that describe patients, providers, kin 
and more.
Ex. Patient, Practitioner, RelatedPerson

Clinical
Data that describe patient’s condition 
or events in patient care.
Ex. Condition, Procedure

Medications
Data that describe message contents.
Ex. Medication, Immunization

Financial
Data that support billing and 
payment processes.
Ex. Coverage, Claim, PaymentNotice

Workflow
Data that describe patient status or 
care processes.
Ex. Appointment, Schedule, Task

Conformance
Data that document resources and 
FHIR services.
Ex. MessageDefinition, ValueSet
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How will FHIR
change our business?
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Use cases: Where could it play a role?

Extending EMR 
capability

Patient access 
to health data

Quality 
measures

Clinical decision support web 
apps through SMART on FHIR.

Standardized benefit 
summaries & claims from 

private and public insurers.

Supporting data exchange for 
value-based care initiatives.



25

DaVinci use cases

Quality 
measures

Supporting data exchange for 
value-based care initiatives.

Examples:
• Quality measures reporting
• Insurance benefits discovery
• Real-time coverage pre-authorization
• Admission/discharge notices

to relevant care team
• Medication reconciliation
• Lab result reporting
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What will make FHIR succeed?

• Provable business value
• Governmental mandates
• Industry support
• Filling gaps in other standards
• Easy implementation
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What is the promise of FHIR?

• Modern transport and security standards
• Consistent way to integrate apps to EMRs
• FHIR resources have simpler data structure
• FHIR resources more granular and modular
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But we still will need to deal with variability

• Differing versions of the standard
• Differing implementations of the standard
• Semantic interoperability will still be a challenge
• Custom extensions may require logic unique to each 

implementation
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API integrations:
How the game changes
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A new trading ecosystem

02
Authorization / Authentication

04
Query & Response

05
Errors & Optimization

03
Documentation

01
Security
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TLS certificates protect data in transit

Establishes identity
and trust. Encrypts data.

CLIENTS SERVER

Security
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OAuth for authentication and authorization 

TWO-LEGGED AUTH
Usually B2B, application to application communication.
No permission required from an end user. 

What they have in common: token-based authorization.

THREE-LEGGED AUTH
Usually B2C applications.
User must grant access to specific resources. 

Auth
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Workflow for tokens

1 2 3
Get client key

and secret
Use key/secret
to obtain token

from API

Store 
token

Auth
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Workflow for tokens

4 5 6
Request 
resource 

using token

Has token 
expired?

Renew token 
and retry 
request

Auth
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Workflow for digital signatures

Digital
signatures

Making sure 
data does not 
get changed.

DIGEST DIGITAL SIG

Original data

Hashing
algorithm Private key

encryption
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Workflow for digital signatures

Digital
signatures

Making sure 
data does not 
get changed.

DIGESTDIGITAL SIG

Original data

Public key
dencryption

DIGEST
Validate
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How can open APIs improve implementation?

1

Easier
onboarding

Less need to 
engage IT 
resources.

2

Open 
documentation

Public specification 
available from FHIR 

servers.

3

Documentation 
as schemas

Human & computer 
readable. Can help 

generate code.

4

Open 
sandboxes

Easy access to 
testing servers 

with realistic data.
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What is the FHIR documentation toolset?

Resource definitions
Specification standard 
publically available on HL7 
web site.

Insight it provides:
What is the standard data 
set for each resource?

Profiles
Helps define custom 
implementations of the FHIR 
standard.

Insight it provides:
What data points, vocab and 
requirements are used?

Capability statements
Specification publically 
available on each FHIR 
server.

Insight it provides:
What resources can I get 
and what interactions?
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How can we leverage the Translator?

Modeling 
data using 
schemas
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API Designer

Access 
predefine

d 
resources

Define 
your own 
resources.

Export 
schema to 

Iguana.

designer.interfaceware.com



41

Dealing with query and response

1Search results & 
hyperlinks

2 Handling HTTP
errors

Handling HTTP
errors 3

4 Know your
rate limits

5Caching results
with ETags
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Insert thoughtful ending
that expertly summarizes

what came before.


